2007 – draft 041206


A.  ENHANCING SECURE TRADE IN THE APEC REGION

Asia Pacific Economic Cooperation (APEC) economies will work together to secure the flow of goods and people through the following measures.

	ECONOMY:
	UNITED STATES


A.1  Protect Cargo:

Contact Point:  Name: Douglas Palmeri 

Title: Chief, Asia Branch, U.S. Customs and Border Protection
Telephone Number: 202-344-3579
Fax Number: 202-344-3555 
Email Address: douglas.palmeri@dhs.gov
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED 
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Implementing by 2005 wherever possible the common standards for electronic customs reporting developed by the World Customs Organization (WCO)  that provide data to target high-risk shipments and facilitate trade
	1. Computerized customs clearance system adopted

2. Risk management system in operation

3. Analysis of current data requirements conducted against WCO Customs Data Model – version 1

4. WCO Customs Data Model adopted
	1) The Automated Commercial Environment (ACE) is the new U.S. trade processing system designed to consolidate & automate border processing to enhance border security & foster economic security through lawful international trade & travel. The current import system used by CBP, the Automated Commercial System (ACS), was designed in 1984 & is being replaced by ACE as part of a multi-year CBP modernization effort.  Completed measures:  

-- Launched the ACE Secure Data Portal in October 2003.

-- Periodic payment & statement features introduced in June 2004.

-- ACE deployed to 49 ports as of December 2006.

2) CBP has a risk management program in place.  CBP attempts to systematically isolate & treat risk identified throughout the Trade Compliance process.  Some of the programs that are currently being used to manage risk include Compliance Measurement, Compliance Assessment, Selectivity, & Account Management.  CBP uses a four-step process: collection of data & information, analyze & assess risk, prescribe action, & track and report. 

The National Targeting Center (NTC) has data analysts that use the Automated Targeting System (ATS) and advance passenger information (API) to determine high-risk cargo and people.  The NTC uses sophisticated information-gathering techniques and intelligence to provide target-specific information to the field offices.

3) CBP has done an analysis of data requirements with the WCO Data Model.

4) The WCO Customs Data Model will be implemented into the Automated Commercial Environment (ACE).
	1) Deployment of ACE to additional ports will continue.
	No capacity building required.

	Implementing the APEC Framework for the Security and Facilitation of Global Trade, which is based on the ”WCO Framework of Standards to Secure and Facilitate Global Trade” and to create an environment for the secure and efficient movement of goods, services and people across the borders
	1.  Adoption of international standards for securing and facilitating the global trade supply chains within APEC region through, 
 1. Implementation of standards contained in Pillar 1 - Customs to Customs Network Arrangements, including: 
 -   harmonization of the advance electronic cargo information requirements for customs purposes; 
 - application of a consistent risk management approach to address security threats; and 
-  use of non-intrusive detection equipment for cargo examination 

 2.  Implementation of standards contained in Pillar 2 - Custom to Business Partnerships, including:
 -  realization of benefits to businesses that meet minimum supply chain security standards and best practices


	1. CBP has established a Capacity Building and Framework Implementation Division in the Office of International Affairs and Trade Relations                         

2. CBP is engaging in direct Capacity Building efforts with approximately 10 countries to implement the WCO Framework 

3. CBP is identifying, through an agency “Task Force” of major CBP offices, what steps CBP must take to fully implement the Framework standards 

4. CBP is part of the compact WCO High Level Strategic Group (12 Customs Directors General) that meets twice per year to guide the implementation of the Framework 

5. CBP is directly supporting Framework implementation by (among other means) stationing 2 officials on a long-term basis in the World Customs Organization “Capacity Building Directorate” and through substantive actions to develop Framework guidance and an effective implementation strategy
	1. CBP will be working through the CBP Framework “Task Force” to determine the most effective means to integrate the remaining Framework standards (that are not already fully implemented in the U.S.) and prepare for necessary future developments (such as legislative initiatives, enhancement to automated systems, further development of the “Single Window” for Customs processing, etc.) – Ongoing Process
	No capacity building required.

	Implementing expeditiously a container security regime that assures in-transit integrity of containers; identify and examine high-risk containers, and working within international organizations to require the provision of advance electronic information on container content to customs, port, and shipping officials as early as possible in the supply chain, while taking into consideration the facilitation of legitimate trade
	1. Security criteria for identifying high-risk containers established

2. Containers pre-screened at the earliest possible point

3. Containers (or goods) secured at the earliest possible point and the integrity of the security is maintained

4. Technology used to pre-screen high-risk containers

5. Use of secure and “smart” containers 

6. Legal basis for advance electronic information established
	1. CBP’s Container Security Initiative (CSI) is founded on four core elements:  1) using intelligence and automated information to identify and target containers that pose a risk for terrorism; 2) pre-screening those containers that pose a risk at the port of departure before they arrive at U.S. ports; 3) using detection technology to quickly pre-screen containers that pose a risk; and 4) using smarter, tamper-evident containers.

There are currently 50 operational CSI ports.  CSI ports in APEC economies are as follow: Canada-Halifax, Montreal, and Vancouver (3/02); China- Shanghai (4/28/05), Shenzhen (6/24/05); Hong Kong (5/05/03); Japan-Yokohama (3/24/03), Tokyo (5/21/04), Nagoya and Kobe (8/06/04); Korea-Pusan (8/04/03); Malaysia-Port Klang (3/08/04) and Tanjung Pelepas (8/16/04); Singapore (3/10/03); Chinese Taipei-Kaohsiung (7/25/05); Thailand-Laem Chabang (8/13/04).

The U.S. has legislation that requires all commercial air and sea carriers operating inbound and outbound to electronically transmit advance passenger information data on all passengers and crewmembers to CBP.

2. The U.S. Department of Homeland Security (DHS) and the U.S. Department of Energy (DOE) announced in December 2006 the first phase of the Secure Freight Initiative (SFI) to enhance the government’s ability to scan containers for nuclear and radiological materials overseas.  

The initial phase of Secure Freight involves the deployment of existing technology and proven nuclear detection devices to six foreign ports: Port Qasim in Pakistan; Puerto Cortes in Honduras; Southampton in the United Kingdom; Port Salalah in Oman; Port of Singapore; and the Gamman Terminal at Port Busan in Korea.  Beginning in 2007 containers from these ports will be scanned for radiation and information risk factors before they are allowed to depart for the U.S. and both DHS personnel and host country officials will simultaneously receive any detection alerts. 

The USG is also consulting with a port operator in Hong Kong to develop and refine their integrated container security architecture pilot test and the Secure Freight Initiative is receiving consideration by the Hong Kong Government.
	1. CSI is expanding to additional ports that ship substantial amounts of cargo to the U.S.  These ports must have the infrastructure and technology in place to participate in the program.

2. The Secure Freight Initiative will continue to seek expansion to additional locations.


	No capacity building required.

	Promoting private-sector adoption of high standards of supply chain security, as developed by the private sector and law enforcement officials
	1. Cooperative arrangements with the private sector implemented and monitored

2. Liaison channels established between private sector and law enforcement officials
	CBP’s Customs-Trade Partnership Against Terrorism (C-TPAT) is a voluntary government-business initiative to build cooperative relationships that strengthen and improve overall international supply chain and U.S. border security.  As a port of the C-TPAT process, CBP officials and the C-TPAT participant jointly conduct a validation of the company’s supply chain security procedures.  This process is essential to verifying the company’s commitment to C-TPAT.

The U.S. has served as a member of the High-Level Strategic Group in the WCO, which developed a Framework of Standards to Secure and Facilitate Global Trade.  The US has actively supported the implementation of the Framework as expeditiously as possible.

CBP’s Office of International Affairs and Trade Relations has a strong liaison with the international trade community to address their issues and concerns as they relate to CBP operations and policies.
	
	No capacity building required.


A.2  Protect Ships Engaged in International Voyages:

Contact Point:  Name: Mr. Anthony Regalbuto  Title: Chief, Office of Port Security Evaluation 

Telephone Number: (202) 372-1018                     Fax Number: (202) 372-1908 

Email Address: Anthony.regalbuto@uscg.mil
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Ship and port security plans and

automatic identification systems installed on certain ships 
	1. Ship and port security plans in operation. 

2. Automatic identification systems installed on certain ships 
	Ship and Port Security Plans Objective combined with the third objective below
	
	

	Enhancing cooperation on fighting piracy in the region between APEC fora and organizations such as the International Maritime Bureau Piracy Reporting Center and International Maritime Organization (IMO)
	1.    Cooperative measures

       established between          APEC fora and private and government organizations to fight piracy in the region
	Hosted a User State Conference on
Maritime Security in the Straits of Malacca and Singapore in February to discuss ways to cooperate to fight piracy and to explore mechanisms for funding such efforts.


	
	

	Cooperation between APEC economies on training to enhance ship and port security in the region 
	
	Implemented “Phase 1” to the ISPS Code Implementation Assistance Program to Economies including Viet Nam, Indonesia, Malaysia, Papua New Guinea, Peru, Philippines and Thailand. US had lead in coordinating this training for Peru
	     Attend APEC’s MEG-SEC meeting in May 2007 to evaluate current efforts and continue to work towards Bogor Goals and to address the priorities as set out by APEC’s Transportation Ministers, as well as Leaders
      Implement a tailored “Phase 2” to the ISPS Code Implementation Assistance Program to Economies including Viet Nam, Indonesia, Malaysia, Papua New Guinea, Peru, Philippines and Thailand by May 2007.  US has lead in coordinating this training for Peru.

     Development of a questionnaire on seafarers and port worker security identification.

     Development of a comprehensive manual outlining a framework for maritime security training, drills and exercises for APEC Economies.

     Development of a Model Visit Program for reciprocal information exchange on maritime security between APEC Economies.

     Consider ASEAN-Japan Regional Action Plan on Port Security, once approved by ASEAN Ministers, when developing capacity building needs for APEC Economies.

	The US Coast Guard and other US Government agencies work bilaterally and multilaterally and with APEC to support the enhancement of port security measures.


A.3  Protect International Aviation:

Contact Point:  Name: Anjum Agarwala
Title: Program Manager Asia & Pacific Regions, TSA International Policy and Plans


Telephone Number: +1 571 227 1626
Fax Number: +1 571 227 2577

Email Address: anjum.agarwala@dhs.gov
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Improving airline passenger and crew safety by introducing highly effective baggage screening procedures and equipment in all APEC international airports by 2005; accelerating implementation of standards for reinforced flight deck doors for passenger aircraft wherever possible; and supporting International Civil Aviation Organization (ICAO) mandatory aviation security audits
	1. Installation of highly effective baggage screening procedures and equipment in all APEC international airports

2. Implementation of standards for reinforced flight deck doors for passenger aircraft

3. Support for International Civil Aviation Organization (ICAO) mandatory aviation security audits
	1.  The US passed the Aviation and Transportation Security Act (ATSA) in 2001 and has implemented its requirements, including all passengers in the US to be screened by Federal screeners and 100% screening of checked baggage. (Completed)

2.  The US Government required that all domestic and foreign operators serving the US install reinforced cockpit doors by April 9, 2003.  (Completed)
3.  The US actively supported the initial creation of the ICAO Universal Security Audit Program (USAP) by providing personnel and funds to implement the program. (Completed)
	1.  The US has deployed 1,500 explosive detection machines and 6,000 explosive trace detection machines at 429 public US airports. The US will continue to deploy EDS to all US airports.

2.  The US supports ICAO’s November 2003 deadline that ICAO Member States implement reinforced cockpit door rules by November 2003. (Completed)
3.  The US plans to continue it’s financial and personnel support of USAP and encourages other ICAO Member States to do so.  Success of the program requires financial and personnel support by many Member States.
(Completed)
	The US Transportation Security Administration and other US Government agencies work bilaterally and multilaterally with other countries and with ICAO to support the enhancement of aviation security measures.

	Enhancing air cargo security by promoting adoption of the guidelines developed by ICAO
	1.     Adoption of the  guidelines developed by ICAO
	In July 2006, the US issued changes to cargo security requirements that enhance the air transportation supply chain, including air carriers, freight forwarders and shippers. The US exceeds ICAO standards for air cargo security. The US hired and trained 300 additional air cargo inspectors. These inspectors are stationed at 102 airports where 95 percent of domestic air cargo originates.
	The US is currently hiring and training additional cargo security inspectors to conduct international cargo assessments.
	The US Transportation Security Administration and other US Government agencies work bilaterally and multilaterally with other countries and with ICAO to support the enhancement of cargo security measures.  



	Strengthen joint efforts to curb terrorist threats against mass transportation and confront the threat posed by terrorists’ acquisition and use of Man-Portable Air Defense Systems (MANPADS) against international aviation by committing to: adopt strict domestic export controls on MANPADS; secure stockpiles; take domestic action to regulate production, transfer, and brokering; ban transfers to non-state end-users; and exchange information in support of these efforts (BD-2003)
	1.    Strengthened domestic export controls on MANPADS

2.    Secure stockpiles of MANPADS

3.    Domestic action to regulate the production, transfer, and brokering of MANPADS

4.    Ban the transfer to non-state end-users

5.    Strengthened regional cooperation, exchange of information, and capacity building measures


	The United States continues to provide assistance and technical expertise for the destruction of excess MANPADS.  In 2006, U.S. worked with global partners to eliminate or secure 5206 MANPADS worldwide.

	
	

	APEC economies to conduct one MANPADS assessment of a major international airport by the end of 2006 using the MANPADS Vulnerability (MVA) Assessment guide established by the ICAO or similar international guidelines
	1. Identify risks at each airport

2. Recommend countermeasures to deter potential attacks
	The US Transportation Security Administration requires that all US airports conduct an MVA and develop contingency plans for mitigation of a potential threat. Responsibility for the conduct of the MVA rests with the local Federal Security Director. All US airports have conducted their required MVAs. (Completed)
	The US will continue to conduct MVAs in accordance with TSA requirements.
	

	APEC economies further improve aviation security quality controls and communication
	1.  Develop robust aviation security quality controls programs

2.  Designate a 24/7 aviation security point of contact for emergency communication
	1. The US continues to refine its survey and inspections program and currently exceeds the ICAO Standard for national quality control.  

2.  The US has provided its POC information to the APEC Secretariat.  [Transportation Security Operation Center, Command Duty Officer, tel. 1-703-563-3400/1-703-563-3201]  APEC economies shall continue to provide their respective POC information to the Secretariat so that the TPTWG may conduct an initial test of the AvSec POC Network.
	1. The results of the surveys and inspections are being entered into a database that allows for the identification of trends and patterns.

2.  The US is refining POC testing protocols for the conduct of a test of the POC Network (to be led by Australia).
	The US Transportation Security Administration and other US Government agencies work bilaterally and multilaterally with other countries and with ICAO to support the enhancement of national quality control measures.  




A.4  Protect People in Transit:

Contact Point:  Name: Douglas Palmeri 

Title: Chief, Asia Branch, U.S. Customs and Border Protection
Telephone Number: 202-344-3579
Fax Number: 202-344-3555 
Email Address: douglas.palmeri@dhs.gov
Facilitate the safe and secure movement of business people across borders through cooperation on the use of information and communications technology.
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
	CAPACITY BUILDING NEEDS

	Implementing as expeditiously as possible an Advance Passenger Information (API) system for the collection and transmission of advance passenger information
	1. Identify which governmental department should serve as the point of contact, such as the customs administration or the immigration authority

2. Participation in the APEC pathfinder initiative on Advance Passenger Information Systems 

3. Adoption of APEC       standards for the collection and transmission of API


	1.U.S.Customs and Border Protection.

2. The United States supports , but does not participate in, the API Pathfinder initiative.

3. Customs and Border Protection is focusing on the continuing development of Advanced Passenger Information System to include inbound and outbound advanced passenger information for commercial air carriers and sea carriers.
	
	No capacity building required.

	Consider joining the Regional Movement Alert System when they are ready
	
	The U.S. currently participates in the Regional Movement Alert System
	
	No capacity building required.

	Adopting and implementing agreed standards for machine readable travel documents (MRTDs) by 2008, and application of biometrics in entry and (where applicable) exit procedures and travel documents consistent with ICAO and the International Standards Organization
	1. Economies implement MRTDs by 2008 on best endeavours basis

2. Adopt APEC standards for biometrics in entry and (where applicable) exit procedures and travel documents 

3. Implement other agreed APEC travel document security standards for manufacturing, source verification, immigration clearance and storage

4. Action Plan established

and implemented 
	1.The U.S. will complete its transition to exclusive production of ePassports.

2.U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT) biometric entry procedures are currently in place at 115 airports, 15 seaports and 154 land borders.  US-VISIT exit procedures currently exist at 12 airports and two seaports.  
	
	No capacity building required.

	Assuring the highest possible integrity of all government officials who are involved in border operations


	1. Code of Conduct established

2. Integrity and Professional Services Action Plan established

3. Integrity and Professional Services Action Plan implemented and monitored
	U.S. Customs and Border Protection has instituted a comprehensive code of conduct for its employees, and has taken increased measures to ensure a continued high level of personal integrity.  The Customs and Border Protection Code of Conduct was updated in June 2004 to include all legacy border agencies  (U.S. Customs Service, Immigration and Naturalization Service, Department of Agriculture and Border Patrol) that became part of Customs and Border Protection in March 2003.

U.S. Customs And Border Protection has developed, implemented and monitors an integrity action plan.
	
	No capacity building required.

	To ensure the safety and security of tourists by developing a standardized strategic safety and security master plan; a crisis management model and promoting the development by industry of simple-to-use safety and security measures for tourism businesses
	1. Develop a standardized strategic safety and security master plan

2. Develop a crisis management model

3. Promote the development by industry of simple-to-use safety and security measures for tourism businesses
	
	
	

	Economies to voluntarily begin providing information on lost and stolen travel documents to the existing database of the International Criminal and Police Organization (ICPO-Interpol) on a best endeavours basis by the end of 2006 
	1. Provide information on lost and stolen travel documents to ICPO-Interpol database


	The United States currently provides records to Interpol Headquarters through the Department of State/Consular Affairs Consular Lost and Stolen Passport (CLASP) database.  
	
	No capacity building required.


A.5 Combat Threats to Security

Contact Point:  Name: _Ted Lyng____________Title: __Director, Office of Economic Policy, Bureau of East Asian and Pacific Affairs, US Department of State


Telephone Number: _202-647-4835___________ Fax Number: _202-647-0136__________ Email Address: __LyngTJ@state.gov__
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
	CAPACITY BUILDING NEEDS

	Review progress on commitments to dismantle trans-boundary terrorist groups (BD-2003; BSD-2005; HD-2006)
	Report on commitments to dismantle trans-boundary terrorist groups
	Annual reporting -- Country Reports on Terrorism, will be released circa April 2007.  Until then, see 2006 report for previous assessment of progress in countering terrorism.


	
	

	Eliminate the severe and growing danger posed by the proliferation of weapons of mass destruction and their means of delivery by strengthened non-proliferation regimes and adopting and enforcing effective export controls. (BD-2003; SD-2004; BSD-200; HD-2006)

Toward this end, take appropriate individual and joint actions to protect legitimate financial and commercial system from abuse (HD-2006)
	1. Strengthened non-proliferation regimes
2. Other legitimate and appropriate measures taken against proliferation
3. Effective export controls adopted and enforced in line with the key elements of effective export control systems identified in 2004
4. Measures taken to protect legitimate financial and commercial system from abuse by proliferators of WMD.
	1.Working through the multilateral export control regimes to implement the President’s WMD initiatives; implementing UNSCR 1540.

2.Through the Proliferation Security Initiative, working with like-minded partners to interdict WMD- and missile-related materials destined for programs of concern.

3. Continuing bilateral efforts to promote effective export controls and enforcement through the Export Control and Related Border Security Assistance (EXBS) program.  The United States also plans to sponsor an Export Control Conference for APEC.

4. Protecting U.S. financial system from being used in financing proliferation activity though designations of firms and individuals of proliferation concern under Executive Order 13382.
5. The United States has signed, an Additional Protocol with the IAEA and is working toward its implementation. 

The United States is a party to all twelve conventions.
	
	

	Ensure that any measures taken to combat terrorism comply with all relevant obligations under international law, in particular international human rights, refugee and humanitarian law (BSD-2005)
	1. Measures taken to combat terrorism comply with international human rights, refugee and humanitarian laws


	All measures undertaken must fall within the framework of the Universal Declaration of Human Rights, a document considered central in U.S. human rights policy.
	
	

	Encourage relevant APEC economies to take measurable steps towards the ratification and implementation of, or the commitment to ratify, all basic universal antiterrorist conventions, so as to demonstrate APEC’s unmistakable resolve to collectively confront the threat of terrorism and its disastrous effects on the people and also the economies of the region.  (SD-2004)


	Adoption and ratification of all basic universal antiterrorist conventions


	The United States is a party to all UN CT conventions.

	
	

	Establish a regional trade and financial security initiative within the Asian Development Bank to support projects that enhance port security, combat terrorist finance, and achieve other counter-terrorism objectives   (BD-2003 – HD-2006)
	More donors to support the Cooperation Fund for Regional Trade and Financial Security Initiative (FRTFSI)


	The United States contributed US$1 million directly to the FRTFSI in 2004, and an additional $2.5 million in parallel funding through the U.S. Trade and Development Agency.  The United States coordinates closely with each of these and with other CT-related organizations.  The U.S. Treasury expert continues to be stationed at the ADB to help manage the FRTFSI.  The United States is in the process of contributing an additional $500,000 to this fund.
	
	

	Increase and better coordinate counter-terrorism activities, where appropriate, through effective collaboration, technical assistance and capacity building, and cooperation between APEC’s Counter Terrorism Task Force, the Counter Terrorism Action Group (CTAG) of the G-8, the United Nations Security Council Counter Terrorism Committee and other relevant international, regional and functional organizations  (BD-2003)
	1.    Increased and better- coordinated CT activities

2.    Strengthened collaboration, technical assistance, capacity building and cooperation between APEC’s CTTF, CTAG of the G-8, the UNSC CT Committee and other relevant international, regional and functional organizations 
	The United States will be sharing the APEC CTAP Cross-analysis results with the UN CTED and also discussing this within the CTAG of the G8.
	
	

	Relevant APEC economies to implement the International Atomic Energy Agency Code of Conduct on the Safety and Security of  Radioactive Sources as well as the Guidance on the Import and Export of Radioactive Sources by the end of 2006


	1. Implement the International Atomic Energy Agency Code of Conduct on the Safety and Security of Radioactive Sources

2. Implement the Guidance on the Import and Export of Radioactive Sources
	The United States has provided the requisite communication to the IAEA regarding the Code and the Guidance and is now actively implementing both.  The U.S. will further encourage APEC economies to implement both and will provide assistance in ensuring that the Code and Guidance are effectively implemented.
	
	

	Defend the food supply from deliberate contamination  
	Sharing and Discussing vulnerability assessment tools, mitigation strategies, and possible lessons learned from economies’ experiences to develop best practices or recommendations
	Hosted with Thailand the first APEC food defense workshop in Bangkok, Thailand.
	Host follow-on workshop in 2007 to develop APEC food defense best practices.
	


B.  HALTING TERRORIST FINANCING:

We will jointly work to deny terrorists access to the world's financial system and use the money trail to locate and apprehend terrorists, in line with the comprehensive approach adopted by our Finance Ministers, including through measures to:
Contact Point:  Name:  Paul DerGarabedian  Title: Senior Policy Advisor, Terrorist Financing and Financial Crime, U.S Treasury Department 

Telephone Number: 202-622-3519 Fax Number: 202-622-9747 Email Address: Paul.Dergarabedian@do.treas.gov 

	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Endeavoring to ratify the International Convention for the Suppression of the Financing of Terrorism 
	Ratification of the International Convention for the Suppression of the Financing of Terrorism
	The U.S. ratified the UN Convention for the Suppression of the Financing of Terrorism on June 26, 2002.  

More specifically, Title II of U.S. Public Law 107-197, the “Suppression of the Financing of Terrorism Convention Implementation Act of 2002,” created a new Section 2339C in Title 18 U.S. Code (Prohibition against the financing of terrorism) in addition to Section 2339 A&B which prohibit the providing of material resources to terrorists or terrorist organizations.
	In addition, the U.S. signed the Inter-American Convention against Terrorism on 3 June 2002 and ratified it on 15 November 2005.


	

	Leaders agreed to take steps to cut off terrorists’ access to the international financial system, including implementing standards and agreements on combating terrorist financing and money laundering.
(SD-2004)

These measures include: 

· effective blocking of terrorist assets; 

· criminalization of the financing of terrorism; 

· increased efforts to investigate and prosecute money launderers and terrorist financiers; 

· preventive steps to protect the integrity of the financial system by regulating and supervising the financial sector consistent with international standards; 

· joint identification and designation of targets of regional interest
	Implementation of all measures needed to prevent terrorists and their supporters from accessing the international financial system, as called for in U.N. Security Council Resolutions 1267 and its successor resolutions, 1373 and any prospective resolutions related to the freezing and seizure of terrorist assets: 

1. terrorist assets blocked

2. the financing of terrorism made a criminal offence

3. efforts to investigate and prosecute money launderers and terrorist financiers increased

4. regulation and supervision of the financial sector consistent with international standards

5. joint identification and designation of targets of regional interest. 
	The U.S. has sufficiently implemented S/RES/1373(2001) and is substantially in compliance with S/RES/1267.  In its report dated 17 April 2003 to the UN Security Council 1267 Committee, the U.S. government confirmed that its administration of sanctions imposed pursuant to EO 13224 through OFAC as the way in which the 1267 Committee’s List has been incorporated into the U.S. legal system.  The preamble to EO 13224 notes that the Order is made pursuant to the authority of various U.S. statutes, and in view of UN Security Council Resolutions 1214 (8 Dec 1998), 1267 (15 Oct 1999) and 1333 (19 Dec 2000).  

1.  Terrorist Assets Blocked

Blocking actions pursuant to Presidential Executive Order (E.O.) 13224 extend to all property and interests in property that come within the U.S. or that thereafter come within the U.S., or that thereafter come within the possession or control of U.S. persons.  

Pursuant to 31 CFR 594.301, payments, transfers, exportations, withdrawals, or other dealings may not be made or effected with respect to blocked property or blocked accounts except pursuant to an authorization or license from the U.S. Department of the Treasury, Office of Foreign Assets Control (OFAC) expressly authorizing such action.  

As of August 19, 2005, the U.S. has frozen the assets of: 

•
24 Taliban-related individuals/ entitles totaling $26,639,723;

•
258 al Qaida-related individuals/entities totaling $9,322,159; 

•
21 other terrorist individuals/ entities totaling $7,115,676. 

As of August 19, 2005, assets seized pursuant to U.S. investigations with possible terrorist links totaled $37,314,379.  These statistics reflect the cumulative number of terrorist-related assets frozen or seized.  However, due to licensing actions, delisting actions, account maintenance/ management fees and interest accumulation, the current amount of terrorist-related assets reported as frozen pursuant to E.O. 13224 as of July 2005 was $12,488.924.  

2.  Financing of Terrorism Made a Criminal Offence

The U.S. has criminalized the financing of terrorism through:  18 U.S.C § 2339A (Providing Material Support to Terrorists)(1994); 18 U.S.C § 2339B  (Providing Material Support or Resources to Designated Foreign Terrorist Organizations) (1996); and 18 U.S.C § 2339C (Prohibitions Against the Financing of Terrorism)(2002).  The USA PATRIOT Act has also contributed to the current body of U.S. law that criminalizes the financing of terrorism. 

3.  The U.S. continues to place great emphasis and devote significant resources to investigating and prosecuting money launderers and terrorist financiers.  From 2002-2005, the US has obtained over 4,500 money laundering convictions and 54 separate convictions of terrorist financing charges. 

4.  The Financing Crimes Enforcement Network (FinCEN), U.S. Department of the Treasury, delegates its authority under the U.S. Bank Secrecy Act (BSA) to a number of federal and state regulators.  U.S. regulation and supervision of the financial sector is consistent with the FATF 40+9 and other applicable international standards.  

5.  When the U.S. government decides to designate individuals and entities, the U.S. State Dept. and other U.S. agencies engage their international counterparts on a bilateral basis in order to encourage support for the designation.  When appropriate, joint designations are encouraged, and on a case-by-case basis, the U.S. pre-notifies strategic countries that may have a specific interest in a particular designation at issue and shares the basis for the designation.  Whenever possible, the U.S. seeks to gain international support for its terrorist financing designations.  Of the 438 persons that have been designated under EO 13224, approximately 3330 of the designations have been made bilaterally and/or through the UN.
	The US will take further efforts to improve compliance monitoring of all targeted entities, particularly the state-regulated sectors and Designated Non-Financial Businesses and Professions.  
	

	Supporting the Financial Action Task Force (FATF) Special Recommendations on terrorist financing and pledging to comply as quickly as possible with the recommendations; calling on the  International Monetary Fund (IMF) and World Bank, in coordination with FATF, to begin conducting integrated and comprehensive assessments of countries' efforts to implement these recommendations and identifying jurisdictions which need technical assistance

Take appropriate individual and joint actions to protect legitimate financial and commercial system from abuse (HD-2006)

	1. Compliance with the FATF's Special Recommendations on terrorist financing

2. Integrated and comprehensive assessments of countries' efforts to implement these recommendations and identification of jurisdictions that need technical assistance by the IMF and World Bank, in coordination with the FATF.

Measures taken to protect legitimate financial and commercial system from abuse by proliferators of WMD.
	1. The U.S. is complying with the FATF’s Nine Special Recommendations on Terrorist Financing, and has completed a FATF Mutual Evaluation to assess its compliance with these standards in June 2006.  The US received either fully compliant or largely compliant with all of the Special recommendations.

2.The FSAP process instituted by the IMF and World Bank has adopted the same methods as the FATF Mutual Evaluation process to assess a country’s efforts to implement these recommendations.   
3. In June 2005, President Bush issued E.O. 13382, “Blocking Property of Weapons of Mass Destruction Proliferators and their Supporters.”  In doing so, the President, prohibited U.S. persons from engaging in transactions with, and froze the U.S. assets of, eight entities in North Korea, Iran, and Syria.

The President authorized the Secretary of State and the Secretary of the Treasury to designate additional proliferators of weapons of mass destruction (WMD). Since then, the Treasury has completed 25 additional derivative designations of entities and individuals supporting North Korea’s, Iran’s, and Syria’s proliferation activities. This makes a total of 33 total designations we continue to pursue additional designations under this EO.


	1.  The US will be taking all of the FATF recommended actions into consideration to further improve our system. 

2.The U.S. will continue to provide experts to participate in AML/CFT assessments globally and will continue to coordinate with the international donors and providers of technical assistance.  

3.  Treasury is working with other countries through the G7 and Financial Action Task Force (FATF) to develop a similar multilateral mechanism to isolate WMD proliferators and their supporters from the international financial system

We are working with governments worldwide, particularly in Europe and Asia, to aggressively implement the two recent UN Security Council resolutions requiring member states to freeze the assets of those involved in North Korea’s and Iran’s WMD and missile programs  – UNSCRs 1718 and 1737, respectively.  

We are working with our G7 partners to encourage the development and implementation of E.O. 13382-like authorities in their countries.

We are taking a proposal to the FATF, in the February 2007 to develop international best practices and standards to isolate WMD proliferators and their supporters from the international financial system.


	


B. 2  Promote Better Monitoring of Alternative Remittance Systems and Non-Profit Organizations:

Contact Point:  Name:  Paul DerGarabedian   Title: Senior Policy Advisor, Terrorist Financing and Financial Crime, U.S Treasury Department 

Telephone Number: 202-622-3519 Fax Number: 202-622-9747 Email Address: Paul.Dergarabedian@do.treas.gov 

	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Supporting the work of APEC finance officials and regional bodies on alternative remittance systems, including an analysis of the economic and structural factors that encourage their use
	Better understanding of the economic and structural factors that encourage the use of alternative remittance systems


	To help identify/uncover ARS, the Financial Crimes Enforcement Network (FinCEN) is participating in an Interagency Working Group with other federal law enforcement and regulatory agencies. FinCEN is also working with banks and state licensing departments, analyzing the Internet, printed media, and other advertising.

	As part of its awareness raising campaign, FinCEN will continue its industry training and public presentation efforts, issuance of guidance on its website, and working with the Internal Revenue Service (IRS), which is responsible for examining these entities for their compliance with AML regulations, and with the IRS to conduct enhanced outreach efforts.


	

	Protecting non-profit organizations and well-meaning donors from having their funds misused by terrorist financiers, and endorsing and taking steps to implement at members highest level FATF's Special Recommendation VII and the relevant guidance contained in the Interpretative Note and Best Practices on Combating the Abuse of Non-Profit Organizations. Taking similar endorsement and implementation steps with regard to regulation of alternative remittance systems, according to FATF standards embodied in FATF's Special Recommendations VI, and the relevant guidance contained in the Interpretative Note and Best Practices on Combating the Abuse of Alternative Remittance Systems
	1. Protection of non-profit organizations and well-meaning donors from having their funds misused by terrorist financiers

2. Implementation of the FATF's new guidance on Non-Profit Organizations to include outreach and supervision/monitoring of the NPO sector. 

3. Implementation of steps to regulate alternative remittance systems, according to FATF Special Recommendation VI 


	1.The U.S. has issued guidelines to charities that are designed to protect NPOs from having their funds misused by terrorist financiers, and continues to engage with the industry to promote the implementation of these guidelines.  

2.The U.S. is in compliance with SRVIII and continues to work with other jurisdictions to promote full implementation of that special recommendation’s Best Practices Paper.    

3. In compliance with pertinent FATF standards, FinCEN has regulated that MSBs are required to be licensed to operate within the U.S.  The law enforcement community continues efforts to work with the federal financial regulators to conduct outreach to this industry and help it fulfill its regulatory obligations. As of 5 April 2006, 24,884 MSBs had registered with FinCEN.

   
	1. Treasury will continue to its outreach program to the NPO sector.  The FATF recently cited Treasury’s ongoing discussion and debate with the NPO sector in settling these Guidelines which demonstrates a high level of engagement with the NPO sector.
2.  The US will continue to work with the APG Member-countries in assisting them in completing their domestic reviews of their own APO sectors.  This initiative will be copied in other FATF-style regional bodies.  In addition, this will be complimented by providing follow-up training on this issue.

3. The US is currently reviewing the recommended actions made by the FATF to including undertaking a thorough review of the workload and resources of the IRS in the area of BSA compliance to ensure that the allocation of responsibilities is delivering the most effective and efficient results.
	


B. 3  Enhance Law Enforcement and Regulatory Capabilities:

Contact Point:  Name:  Paul DerGarabedian  Title: Senior Policy Advisor, Terrorist Financing and Financial Crime, U.S Treasury Department 

Telephone Number: 202-622-3519 Fax Number: 202-622-9747 Email Address: Paul.Dergarabedian@do.treas.gov 

	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Establishing or identifying a financial intelligence unit (FIU) in each member economy, and taking steps to enhance information sharing with other FIUs


	1. The establishment or identification of a financial intelligence unit in each member economy

2. Enhanced information sharing with other FIUs
	1. U.S. Financial Crimes Enforcement Network (FinCEN) was established in 1990.

2. FinCEN actively shares information with other FIUs. As of 30 June 2005,

FinCEN has entered into 20 MOUs with its counterparts.
	FinCEN has committed to improving the quality of the research reports that FinCEN analysts produce in response to requests from foreign FIUs. In particular, FinCEN’s stated objective is to generate a report that is more functional, contains a deeper level of analysis and is more tailored to the specific investigative needs of the requesting FIU.


	

	Supporting private sector initiatives such as the Wolfsberg Statement on the Suppression of the Financing of Terrorism and endorsing cooperation between financial institutions and governments
	1. Support for private sector initiatives such as the Wolfsberg Statement on the Suppression of the Financing of Terrorism

2. The endorsement of cooperation between financial institutions and governments
	1.The U.S. considers private sector outreach to be an important component in implementation of its overall AML/CFT strategy and continues to support private sector initiatives and endorsement of cooperation between financial institutions and governments through numerous private sector outreach mechanisms.  

2.For example, Treasury has initiated private sector dialogue on AML/CFT with the Middle East and North Africa (MENA) and Latin America.  In 2006, Treasury hosted a number of conferences with the private sector and financial regulatory representatives from these respective regions.  Also, the U.S. continues to support efforts like the FATF’s Private Sector Outreach projects.  
	1.Treasury also conducts outreach to educate and inform the financial sector, high risk industries and the general public about the economic and financial sanction programs administered by OFAC.  
2. Another private sector dialogue between the US and MENA is being planed for May 2007 in Qatar and a similar conference with Latin America is being planned in March or April 2007.
	


C.  PROMOTING CYBER SECURITY

Contact Point:  Name: __Ms. Michelle Markoff___Title: _Coordinator for International Critical Infrastructure Protection, U.S. Department of State_


Telephone Number: __202-736-4020__________ Fax Number: ___________ 
Email Address: __ markofmg@state.gov
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Identify international high-technology assistance points of contact and create such capabilities to the extent they do not already exist 
	Identify international high-technology points of contact 
	U.S. High Technology Points of Contact are:

a) Department of State

Office of Coordinator for International Critical Infrastructure Protection

Bureau of Political- Military Affairs 

Phone:
202-736-4020

Markoffmg(at)state.gov

The Department of State leads federal efforts to enhance international cyberspace security cooperation and serves as an initial point of contact for contact with the USG. 

b) Department of Homeland Security 

US-CERT

Phone:
1-888-282-0870

 soc(at)us-cert.gov 

US-CERT is the U.S. Government computer emergency response team (CERT) cyber watch center with 24/7/365 operational capability.

c) Department of Justice 

Computer Crime and Intellectual Property Section (CCIPS) 

Criminal Division

202-353-4660

christopher.painter(at)usdoj.gov.  CCIPS is the 24/7 contact for international computer crime cases and other investigations involving electronic evidence and is also responsible for the same matters domestically.  CCIPS also addresses domestic and international computer crime and critical infrastructure protection policy matters, including in multilateral groups.

d) Department of Commerce National Telecommunications and Information Administration (NTIA)

202-482-1157

dhurley(at)ntia.doc.gov 

The NTIA carries out the Department’s responsibilities for the economic security component of CIP and works with another Commerce agency, the National Institute of Standards and Technology (NIST), on international cooperation regarding security standards.
	
	

	Continue to implement and enhance critical information infrastructure protection and cyber security as reflected in the APEC Strategy to Ensure a Trusted, Secure and Sustainable Online Environment 
	1.Develop cohesive domestic strategies to ensure a trusted, secure and sustainable online environment 

2. Address the threat posed by the misuse, malicious use and criminal use of the online environment by ensuring that legal and policy frameworks address substantive, procedural and mutual legal assistance arrangements consistent with the provisions of international legal instruments, including United Nations General Assembly Resolution 55/63 (2000) and Convention on Cybercrime (2001); and, join the international 24/7 cybercrime information exchange arrangement 

3.Develop watch, warning and incident response and recovery capabilities by establishing national computer security incident response teams (CSIRTs) to help prevent cyber attacks and minimize damage and recovery time from incidents, and participate in domestic and cross-border information sharing  cooperative arrangements to support these efforts  

4. Develop partnerships among government, industry, academics and others, including between law enforcement officials and businesses, that recognize the important roles each plays in ensuring a trusted, secure and sustainable online environment, including through the development, implementation and review of guidelines and best practices  

5. Reach out to users to raise their awareness of the issues of online security, and assist them to understand and fulfill their role and responsibility in contributing to a trusted, secure and sustainable online environment 

6. Encourage research and development efforts to improve the security of the online environment, and promote the design, development and implementation of appropriate and usable security measures in existing and new technologies 

7. Support cooperative efforts among economies to promote the development and implementation of a trusted, secure and sustainable online environment  


	
	
	


D.  ENERGY SECURITY

Contact Point:  Name: ___ Jeff Skeer       Title: _____ Department of Energy


Telephone Number: __202-586-3662    __________ Fax Number: __202-586-0013    

Email Address: ____ jeff.skeer@hq.doe.gov _

Strengthening of energy security in the region through the mechanism of the APEC Energy Security Initiative, which examines measures to respond to temporary supply disruptions and longer-term challenges facing the region's energy supply. 

	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	Energy Ministers to continue to implement and enhance the APEC Energy Security Initiative (AESI 2002, BD-2003; SD-2004; BS-2005; HD-2006)
	1. Timely submission of data to the Joint Oil Data Initiative (JODI)
2. Implementation of the Real-Time Emergency Information Sharing System
3. Information sharing on energy emergency planning, including oil stockpiling

4. Engagement with financial institutions and the private sector to facilitate energy investment

5. Participation in APEC energy efficiency activities, including APEC-ESIS and Pledge and Review

6. Uptake of best practices on LNG trade and implementation of LNG Public Education and Communication Information Sharing Initiative
7. Information sharing and activities to enhance diversification, including renewable energy, nuclear power, methane hydrates, hydrogen and alternative transport fuels and implementation of the APEC biofuels initiative
8. Information sharing and activities to enhance clean fossil energy

9. Analyse the impact of oil prices on trade in the APEC region

10. Information sharing and activities to enhance efficiency in refining, transport and distribution of crude and refined products
	1.  Continue submission of EIA data on timely basis. 

2.   Continue dialogue with EWG and IEEJ on making the system more practical.  

3.  Host Petrostocks 2007 conference, with APEC session highlighting results of 2005 workshop on best practices in stockpiling. 

4.  Work through Task Force on Energy Efficiency and Renewable Energy Financing to support projects on local bank financing and green buildings.and communities. 

5. Participate in Expert Group on Energy Efficiency and Conservation.

6. Push for new activities under the LNG initiative as chair of Expert Group on Clean Fossil Energy.

7.  Chair APEC Biofuels Task Force to develop consensus  messages on the  potential of biofuels to displace oil use in transport for presentation to EMM-8 in May 2007 and to Leaders.  Chair Expert Group on New and Renewable Energy Technologies.

8. Chair Expert Group on Clean Fossil Energy.


	
	


E.  PROTECTING THE HEALTH OF COMMUNITIES

Contact Point:  Name: Amar Bhat          Title: Department of Health and Human Services


Telephone Number:  (301) 443-1410  Fax Number: (301) 443-1397 

Email Address: Amar.Bhat@hhs.gov
	OBJECTIVE
	EXPECTED OUTPUTS
	MEASURES UNDERTAKEN OR TO BE COMPLETED IN 2007
	FURTHER MEASURES PLANNED
(indicate timeframe)
	CAPACITY BUILDING NEEDS TO MEET AGREED TARGETS

	To strengthen cooperation in counter-terrorism related to food safety through the formation of an association of disease surveillance networks
	Nomination of a Point of Contact to share information on disease surveillance


	U.S. Centers for Disease Control (CDC) official selected.
	
	

	To ensure the secure trade of perishable food products through the use of electronic sanitary certification between government agencies
	Participation in the APEC electronic SPS pathfinder initiative


	
	
	

	Implement the APEC Action Plan on SARS and Health Security Initiative to help APEC prevent and respond to regional health threats, including naturally-occurring infectious disease and bio-terrorism.  (BD-2003)
	1.    APEC Action Plan on SARS initiated

2.    Health Security Initiative implemented
	
	
	

	Encourage new efforts during 2005 by APEC to address the specific threats posed by infectious diseases such as Severe Acute Respiratory Syndrome (SARS), avian flu, pandemic influenza, tuberculosis, malaria and polio in the Asia Pacific Region and to strengthen the research into and production of relevant vaccines  (SD-2004)
	Enhanced efforts to address the threats posed by infectious diseases and strengthen research into and production of relevant vaccines

Accelerate APEC’s ongoing work on infectious disease threats such as pandemic influenza and HIV/AIDS
	Ongoing, under leadership of U.S. Department of Health and Human Services.

Infectious disease vaccine research is also ongoing.
	
	

	Implement the APEC Action Plan on prevention and Response to Avian Influenza Pandemics  (HD-2006)

Pursue focused efforts to monitor diseases, contain outbreaks, especially those that could have international consequences, and coordinate responses via mechanisms such as the APEC Emerging Infections Network and, in the event of a disease outbreak, in collaboration with relevant multilateral organizations 
	Prevent, prepare for and mitigate the impact of avian influenza and a possible influenza pandemic

Strengthened response coordination via mechanisms such as the APEC Emerging Infections Network and collaboration with relevant multilateral organizations
	The United States participates in the Emerging Infectious Disease Network, and in other electronic disease monitoring networks.
	
	

	Ensure a high level of physical security, accountability, and safety with respect to storage, use, and transfer of dangerous biological pathogens, consistent with current national and international efforts

 (BLSHS-2003)
	Strengthened security and accountability measures and the safety with respect to storage, use, and transfer of dangerous biological pathogens
	
	
	

	Establish an effective code of domestic ethical and operational conduct for bio-scientists or promote such codes where they already exist

(BLSHS-2003)
	Effective code for domestic ethical conduct established
	United States law regulates the secure handling and accountability for certain identifed high risk pathogens.
	
	

	Strengthen – or introduce where they do not exist – laws, regulations and enforcement mechanisms to require strict export and import controls on dual-use biological materials and equipment, and criminalize offensive weapons activity

(BLSHS-2003)
	Laws strengthened and/or introduced to require strict export and import controls on dual-use biological materials and equipment, and criminalize offensive weapons activity
	
	
	

	Political commitment to work together, at the regional and global levels, to combat the further spread of the AIDS pandemic.  Support efforts to increase access to health care and safe and affordable drugs for all people living with AIDS.  (SD-2004)
	Increased access to health care and safe, affordable drugs for all those living with AIDS.
	U.S. contributes 33% of the Global Fund to Fight AIDS, TB, and Malaria (over $400 million appropriated for 2005).

President's Emergency Plan to Fight for AIDS Relief - $15 billion over 5 years.
	
	


BD- Bangkok, Leaders, 2003

SD – Santiago, Leaders, 2004

BSD- Busan, Leaders, 2005

HD- Hanoi, Leaders, 2006

BLSHS – Bangkok – Leaders’ Statement on Health Security - 2003

AESI - APEC Energy Security Initiative, APEC Energy Ministers, 23 July 2002, Mexico City
All other references are to the APEC Leaders’ Statement on Fighting Terrorism and Promoting Growth, Los Cabos, Mexico, 26 October 2002
POSSIBLE ASSISTANCE AND EXPERTISE TO OFFER
Contact Point:  Name: _____________________Title: _____________________________


Telephone Number: ____________ Fax Number: ___________ 

Email Address: _____________________

Economies with particular expertise and resources to offer could indicate this here and/or refer members to relevant websites.
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